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On the Linear Complexity Profile of the
Power Generator

Frances Griffin and Igor E. Shparlinski

Abstract—We obtain a lower bound on the linear complexity
profile of the power generator of pseudo-random numbers modulo
a Blum integer. A different method is also proposed to estimate
the linear complexity profile of the Blum–Blum–Shub generator.
In particular, these results imply that lattice reduction attacks on
such generators are not feasible.

Index Terms—Blum–Blum–Shub generator, cryptography,
linear complexity profile, power generator, RSA generator.

I. INTRODUCTION

L ET , , and be integers such that .
Then one can define the sequence by the recurrence

relation

(1)
with the initial value .

This sequence is known as thepower generatorof pseudo-
random numbers and has many applications to cryptography,
see [1], [5], [14], and [21].

In two special cases , where is the
Euler function, and this sequence is known as theRSA
generatorand as theBlum–Blum–Shub generator, respectively.

It is obvious that the sequence (1) eventually becomes pe-
riodic with some period . Throughout this paper
we assume that this sequence ispurely periodic, that is, that

beginning with . It is easy to see that if
this is always the case, otherwise we con-

sider a shift of the original sequence.
Various properties of the power generator have been studied

in a number of papers [1], [2], [4]–[9], [11], [14], [16], [20],
[21]. For example, it is shown in [4] that the rightmost bit of
the Blum–Blum–Shub generator takes valuesand almost
equally often, provided that the period is large enough. For the
RSA generator, the distribution of strings of leftmost and right-
most bits of has been studied in [7] and [9]. In particular, it
is shown in [9] that if the periodof the sequence satisfies
the inequality for some fixed then the frac-
tions are uniformly distributed in the
interval .

Here we study one more important characteristic of this se-
quence.
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We recall, that thelinear complexity profile of an
infinite sequence over the residue ring modulo is the
function which for every integer is defined as the order

of the shortest linear recurrence relation

which is satisfied by this sequence, see [5], [16]–[19].
The largest value

is called thelinear complexityof the sequence.
Obviously, for some sequences the linear complexity can be

equal to infinity. However, for the linear complexity of any pe-
riodic sequence of periodone easily verifies that

In this paper, we study the most important case for applica-
tions when . Such numbers are calledBlum integers
(sometimes it is also requested that they satisfy additional con-
ditions such as that ). In fact, this result is
based on a similar estimate for a prime . Moreover, one
can obtain similar results for any integer having only large
prime divisors.

For a Blum integer , the lower bound

has been obtained in [20], and it has been shown that ifis of
order , this bound is almost optimal. This bound is derived
from the bound

(2)

which holds when is prime. We note that it has been
proved in [8] that for almost all values of the parameters of the
RSA generator the corresponding sequence indeed has period
of order .

Here we generalize these results and obtain lower bounds on
the linear complexity profile of the power generator modulo a
Blum integer. Our bound is nontrivial when the periodsatisfies
the inequality . In this case the bound applies to
all values of beginning with for any
and sufficiently large .

Our results demonstrate that the power generator does not
contain any hidden linear structure. In particular, this rules out
a possibility of the lattice reduction attack on this generator and
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even its truncated versions, see [13], [14] where such attacks on
the linear congruential generator

where and are integers with , have been
described.

We also propose an alternative method which works for small
values of and which we demonstrate in the most important case
of the Blum–Blum–Shub generator, that is, for .

II. A UXILIARY RESULTS

We need the following two simple statements.

Lemma 1: Let and be integers. Let be the largest
positive integer for which the powers are
distinct modulo . Then for any and ,
there exists an integer, , such that the congruence

has

solutions.
Proof: It is easy to see that

and the lemma follows.

Lemma 2: Let a sequence satisfy a linear recurrence
relation of order over a field . Then for any
pairwise-distinct nonnegative integers there exist

, not all equal to zero, such that

Proof: It is easy to see that the set of all solutions of any
linear recurrence relation over any fieldis a linear space of
dimension over , for example, see [15, Ch. 8]. Therefore,
any solutions are linear dependent. In particular, the
sequences are linear dependent.

We also need the following statements which are partial cases
of much more general results of [3], [10], [12].

Lemma 3: Let a sequence satisfy a linear recurrence
relation of order over a field . Then the sequence of squares

satisfies a linear recurrence relation of order at most
.

Lemma 4: Let sequences and satisfy linear recur-
rence relations of order and , respectively, over a field .
Then the sequence satisfies a linear recurrence rela-
tion of order at most .

III. GENERAL ESTIMATES

Now we are prepared to formulate our estimates for the RSA
generator. First of all we consider the case of prime modulus.

Theorem 5: Let be prime. Assume that a sequence
, given by (1) with , is pure periodic with period.

Then for the linear complexity profile the bound

holds.
Proof: As we have mentioned, for .

We now assume that . Put

Let be the largest positive integer for which the powers,
are distinct modulo . Obviously

From Lemma 1 we see that there exists, ,
such that the number of solutionsof the congruence

satisfies

Let and be the corresponding values of
and , respectively.
Assume that . Let be a linear recurrence

sequence of order with for
which satisfies the same linear recurrence relation as the first

terms of the sequence . Thus in fact for
.

From Lemma 2 we see that there exist integers
not all equal to zero modulo, such that

for all .
Remarking that

for all with

we conclude that

for such . In particular, it holds for because in
this case
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Because , we conclude that
the nonzero modulo polynomial

of degree

has at least distinct zeros , modulo
, which is impossible. Hence , and the desired

result follows.

We use Theorem 5 to estimate the linear complexity profile
modulo a Blum integer.

Theorem 6: Let , where and are two distinct
primes. Assume that the sequence , given by (1), is pure
periodic with period . Then, for , for the linear com-
plexity profile the bound

holds.
Proof: Let be the period of the sequence modulo

and let be the period of the sequence modulo . Obvi-
ously, . Assume that . Let be the linear
complexity profile of the sequence taken modulo . Obvi-
ously, . Therefore, from Theorem 5 and the
bound (2) we derive

Taking into account that and , we
obtain the desired statement.

IV. THE BLUM–BLUM–SHUB GENERATOR

For small , an alternative approach has been described in
[20]. Although we still do not know how to apply it to estimating
the linear complexity , surprisingly enough, it can be com-
bined with the lower bound (2) and thus can produce nontrivial
estimates on .

We demonstrate this approach for the very important case
, which is not covered by Theorems 5 and 6. The result

can be easily extended to other values ofbut it weakens quite
quickly when grows.

Theorem 7: Let be prime. Assume that a sequence
is given by (1) with and and let be the

period of this sequence. Then for the linear complexity profile
the bound

holds.
Proof: Let be a sequence over , whose initial seg-

ment of length coincides with that of , that is, ,
and which satisfies the same linear recur-

rence equation as the first terms of . From Lemmas 3
and 4 we see that the sequence is of order

On the other hand, it has consecutive zeros for
so, unless this sequence is the all-zeros sequence

Therefore,

in this case.
Otherwise, that is, if is the all-zeros sequence,

we have for all . Since we also have
then for every . Hence

in this case, and we obtain the desired result.

From Theorem 7 and the bound (2) we see

(3)

As before, we use Theorem 7 to estimate the linear com-
plexity profile modulo a Blum integer.

Theorem 8: Let , where and are two distinct
primes. Assume that the sequence is given by (1) with

and let be the period of this sequence. Then, for the
linear complexity profile the bound

holds.
Proof: Let be the period of the sequence modulo

and let be the period of the sequence modulo . Obvi-
ously, . Therefore,

Without loss of generality we may assume that

Let be the linear complexity profile of the sequence
taken modulo . Obviously, and from the
bound (3) we derive the desired statement.

We remark that if then the bound of Theorem
8 is nontrivial for any value of .

V. REMARKS

Of course, Theorem 5 allows us to derive lower bounds on
the linear complexity of the RSA generator modulo any integer

without small prime divisors. On the other hand, it would be
of interest to obtain a general lower bound which is nontrivial
for, say, large powers of small prime numbers.

We also remark that all our results can be extended to intervals
.
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It would also be interesting to extend the results of this paper
as well as the results of [7], [20] to the case of theexponential
generator

which also has numerous cryptographic applications [5], [14].
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